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OPERATIONAL REQUIREMENTSFOR ELECTRONIC CHART DISPLAY
AND INFORMATION SYSTEMS (ECDIS). RISK OF OVERRELIANCE ON
ECDIS

Summary. Navigating with Electronic Chart Display and Infmation Systems
(ECDIS) is fundamentally different from navigatimgth paper charts. The paper is
addressed to model course on training in the opedltuse of ECDIS. It presents
problems related to the risk of over reliance orDEC

WYMAGANIA OPERACYJNE DLA SYSTEMOW ECDIS. RYZYKO ZBY
WIELKIEGO ZAUFANIA DO SYSTEMU ECDIS

Streszczenie. Prowadzenie nawigacji w oparciu o system ECDIScydewanie rani
sie od nawigacji prowadzonej na podstawie papierowyep nawigacyjnych. Artykut
odnosi st do modelowego kursu obstugi i wykorzystania systeeCDIS. Prezentuje
zagraenia zwizane ze zbyt wielkim zaufaniem nawigatorow do syste

1. SAFETY RISKS

Due to its capability to integrate a wide variefygoaphic and textual information, the electronic
chart system is becoming the central navigatiomsttiment on the bridge of a ship. However, for all
its capacity, there are also some limitations. &ketronic chart should not be totally relied umsn
lead the Watch Officer into a false sense on safatysecurity. Over-confidence must not result from
the fact that the ship’s position is automaticalhywn on a chart. The Watch Officer must be always
wary as to how the system is actually performingeigard to accuracy and reliability. This requaes
awareness of the deficiencies and risks of the abveystem and its components. It must be
recognized that the quality of the sum of the infation is essentially dependent on the reliabdity
the each component of data and technology. Sirtolany system, an ECDIS is not infallible. It has
the same shortcomings that exist in any technieaice [1].

It is recognized that the widespread reliance oob@ll Navigation Satellite Systems (GNSS) as
the primary means of position fixing and ECDIS las primary means of route monitoring and anti-
collision has encouraged some mariners to navigasgeas where, and under conditions in which,
they had not previously ventured - for exampleselimshore, at night and in reduced visibility.

More generally, any future strategy needs to take account the evolving shipboard practices
and training requirements of seafarers. Traditionavigational skills sometimes appear to be
superseded by over-reliance on new technologicaramesand automated featurefer example, the
Electronic Chart Display Information System (ECD#&dd Integrated Bridge Systems (IBS).
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2. RISK ASSESSMENT METHOD FOR ECDIS

The champions of ECDIS correctly claim that, wheoperly understood, its use increases the
safety of navigation. Its critics point out thaista complex tool which, used in ignorance, caoailty
increase risks. This criticism is partly due to gveliferation of different chart formats and treect
that each ECDIS type interacts with the chartssalaly different way.

The application of Risk Assessment has been used foumber of years to assist in safety
procedures in various aspects of the running ofessel. Until now, it has not been extended
specifically to ECDIS and all its functions. Thikapter deals with the key issues associated with th
practical application of risk assessment. Despite well-known benefits of electronic charts over
paper charts, the maritime community has been ralbg to adopt ECDIS. There are a number of
reasons for this. They fall into three basic catiego

- Production of approved charts has been extremealw;skven now many vessels cannot
complete their usual trading route using only ddfielectronic data,

- Shipping companies shy away from the complexitiesntegrating charts from a number of
different sources - bearing in mind that there éasumiformity in updating frequency, permit
types and so on,

- There are risks associated with transition from wedl-understood and robust area of paper
charts (which are still an approved method of natiign) to the rapidly evolving environment of
electronic charts.

As many mariners are discovering, no computer ks experienced as truly intuitive by one

with little or no prior knowledge of computers.

2.1. Risksand L egidation

Maritime Authorities are aware of this reticence the part of ship-owners to migrate more
quickly to electronic navigation and have attemptecthake the prospect more attractive. In 1998, the
IMO Maritime Safety committee agreed to allow adtltuel’ approach, whereby official Raster data
could be used to ‘plug the gaps’ between areas\®? EElectronic Navigational Charts, specifically in
S-57 format) coverage, provided the mariner maiethi‘...an appropriate portfolio of up to date
paper charts'. It was left to the flag states téirdewhat constitutes ‘appropriate’. Certain mangi
authorities set up pilot projects to encouragellshg-owners to start using electronic charts gake
their permission for those vessels to navigate wettminimum number of paper charts. The
Netherlands and the UK Authorities permit both Rastharts and ENCs to replace paper. Other
Authorities, particularly those in the Baltic, issithat only the use of ENCs with 2 type-approved
ECDIS will result in a reduction of paper charts.

The pilot projects did not lead to greater numbefsship-owners applying for the same
dispensation and a more formalised approach wasusdiy the UK MCA (Maritime & Coastguard
Agency) in 2001 in MGN 133. This required all shgeseking permission to operate using ECDIS or
RCDS (Raster Chart Display System) without papertchbackup to formally assess the risk of
electronic navigation and to submit their risk asseent for approval by the MCA. In early 2002, this
was augmented by the release of MGN 194, whictosein detail the definitions of risk and the
preferred method of completing such an assessnmitding a list of suggested hazards to be
considered.

2.2. Risk Assessment Definitions

For the purposes of this discussion, the followde§jnitions have been used:

- Hazard: a source of navigational error with potdritarm or damage to personnel, own ship,
other ship or environment,

- Risk: the likelihood of the hazard occurring, conda with the severity of the hazardous event.
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2.3. Areas of Risk

The hazards associated with the use of ECDISnfallthree categories:

- The equipment itself (both hardware and softwaray msuffer from potential virus infection,
power outages, loss of input of sensory equipmagytth, gyro, speed),

- The charts themselves are at risk from permit gxjpiut-of-date charts being used, updates not
applied correctly, excessive zooming (in the cdasRaster charts), inability to open the next
chart required (Raster charts). Most of these liszaan be mitigated or even eliminated, if
bridge crew are properly trained in the use of E&DI

- The particulars of these risks are unique to eadsel, crew and equipment, and can only be
assessed on a case-by-case basis. Other factonsaswarea of operation and nature of cargo,
will also have a bearing on the severity of theandzand therefore the risk.

2.4. Assessment Process

This has four stages:

1. Establish the Hazards
This should include hazards specifically assodiatéh operation in RCDS, and others which
refer to ECDIS in general. The limitations of RCB&& well-known: it is a chart-based system
(which affects look-ahead capability); it will ntigger alarms; there may be datum shifts
between charts; it cannot be interrogated; it ispassible to select safety contours; orientation
to ‘course up’ is often not practical,
Hazards associated with ECDIS failure would cos®grihardware or software failure, power
failure, incorrect application of chart correctipimgput failure (e.g. GPS, depth), virus infection.

2. Determine the Risk
This should be determined by estimating both thtenttial severity of the hazard occurring, and
then the likelihood of such an occurrence. Thesaulshbe estimated separately and then
combined to produce the risk factor itself. Riskemsment is a subjective process and therefore
the vessel should provide documentation or otheofpto back up any assumptions made
regarding these estimations. Take the case of inifastion. Although a virus designed to wipe
clean the computer hard drive presents a critiaahld, if the procedure used on a vessel always
virus checks (with up-to-date anti-virus softwaed) received files, and the ECDIS is not
networked to the PC with Internet / e-mail accéls, likelihood of the hazard occurring is
extremely low.

3. Decide if the Risk is tolerable
Using the combination of factors described abaveajsk matrix is applied and the risk is
categorised at one of five levels, from trivial itdolerable. A substantial or intolerable risk
would indicate that better procedures need to h@eimented before any reduction in paper
charts should be considered.
In our case of virus infection, this represents@derate risk. It may be possible to improve
procedures in order to further reduce this.

4. Controlling the risk
This is the opportunity to improve onboard progeduand to develop a ‘best practise’ method
of operation with which all crew involved are faiail with the ECDIS. They will reduce the
likelihood of the identified hazards occurring, ahds the overall risk factor. This also allows
for the provision of emergency procedures, shooldumlikely hazard occur, to further mitigate
the severity of its impact on the ship, its crew #me environment.
Once the procedures have been formally assessk@p@propriate supporting documentation
gathered, you are now in a position to present ymiition for a reduction in the number of
paper charts carried on board.
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2.5. Practicalities

The above procedure outlines the guidelines pratlbbgethe MCA. They also recommend that
the best qualified person to conduct such an assegss someone who is familiar with the vessal, he
trading pattern, onboard procedures and the ECDI3 means, of course, the master or second
officer would have to add it to the list of theut@s. There is help available. Kelvin Hughes wdrke
closely with the MCA to interpret the guidelinesdatmansform them into a practical service which
assists the mariner complete the assessment frélati@o and assessment, through actions and
control procedures and finally on to the preseotatind application itself. Lloyds Register Fairplay
have a generic Risk Assessment programme for thenenandustry, and other independent
consultants with knowledge in the field may be &blgrovide advice. Certainly, for the novice the
process is a minefield.

2.6. Benefits of Risk Assessment

Conducting a risk assessment for a ship involvesgmition of potential shortfalls in migrating
from paper to digital navigation and helps focu®rgton on removing these shortfalls, therefore
increasing safety (and decreasing frustration ardih

It should also accelerate the migration to eledétroavigation and thus bring forward the benefits
associated with digital charts, such as easiergasiein, greater accuracy, quicker correcting, dmed t
cost savings inherent in reducing the number ofepaarts required. It is clear that there are a
number of difficulties associated with startinguse electronic charts, such as relatively poor icme
of chart data, complexity of integrating chartsnironultiple sources, complexities of flag and port
state control requirements, and the additional obshaintaining two systems during the transition
period.

A risk assessment will help to recognise and manthgse risks. It should lead shipping
companies to ensure that their staff receive adequaining in the functionality of their particula
ECDIS, with the type of charts they have choseus® The use of electronic charts is set to inereas
and early understanding of the issues and riskshefib crews prepare for this. Formally documenting
the procedures will further lead to adoption ofth@sictice methods, simplifies the training of new
crew members and makes a job simpler for the neatenavho boards the vessel shortly before
leaving port.

3. PRODUCERSOF ELECTRONIC CHARTSAND EQUIPMENT:
POTENTIAL EXPOSURE TO LIABILITY

3.1. Introduction

As the conventional paper nautical chart is beungpemented, if not replaced, by sophisticated
electronic charting systems, maritime productsilitgdaw finds yet another application. This chapt
will 1) provide an overview of the United Statesritiae products liability law, 2) sketch out the
possible nature and scope of the liabilities ofdpiers of electronic charting system equipment,
software and databases, 3) offer some directidghe@roducer in shielding itself from liability, &)
suggest possible defences to the producer whaésl favith a claim. Primary consideration is given to
the manufacturers of electronic charting equipmeitih less emphasis placed on the risk faced by
chart database producers. With respect to produfeegiuipment, this analysis primarily considers
their liabilities and defences for claims arisingt of manufacture and sale of the products and does
not specifically address possible claims arisingafunegligent installation of the products.
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3.2. An overview of the productsand therisksfaced by producers

A quick glance at any major marine equipment cagiaowill reveal the scope of electronic
charting products currently on the market. Verygiman electronic nautical chart is a digitized
version of a government-issued, conventional pabert. The chart can serve both as a plotting
device and as a navigation device when combined wipositioning instrument such as a Global
Positioning System (GPS) or Loran. When used foigadion, the system permits the navigator to see
on a display screen a representation of his vessattent position and intended future positions in
relation to the channel, aids to navigation andalds

Several configurations of electronic charting systeare currently produced. A system may
consist of charting software installed on a laptapnputer or other CRT to which chart database
cartridges from one of the major database produas¥sadded for the geographical area desired.
Electronic charting units are also sold to conrtecéxisting radar devices, sounding devices, gyro
compasses, video monitors, etc. which will comhihart data from database cartridges with the main
device's usual display. Simple flat-panel-displggtems with a combination of pre-installed charts
and cartridges are available to function indepetigleor in conjunction with a positioning device.
Finally, there are combinations of electronic chamtd GPS displays for use with chart cartridges
which may also include a limited number of pre-tisd charts. In the event of an accident allegedly
caused by a defect in the electronic charting aystaerefore, claims may be directed against the
producers of the hardware, software, and/or ctetealdise. Claims might relate, among others, to the
presence of an unknown physical defect in the mida the producer's failure to warn the user of a
known defect or its failure to instruct the useitsproper use and handling, or to inaccuracigbén
underlying data.

Claims arising out of defective navigation systexhe/hatever kind have the potential to be quite
large as they may arise out of groundings or dolis When electronic charting is used on larger
vessels as part of integrated navigation systemsbitong not only GPS, radar/ARPA, AIS, and
autopilots but also other sophisticated instrumettits potential for minor malfunctions to trigger
large-scale damages increases. To complicate ather range of equipment combinations possible
in integrated navigation systems could make itidiff to pinpoint the "defect" which caused the
malfunction. Litigation may involve cross claims @mg a variety of manufacturers, each denying that
its device or component part was the source obtbakdown.

While the size and complexity of claims may eadié/ imagined, however, the lack of judicial
precedent considering the liability of the electcorharting system producer is unfortunately codple
with an absence of clear industry standards foigdeend manufacture, making it difficult to evaleiat
the producer's potential exposure with accuracy.

3.3. Conclusions

As with every other advance in modern technolog, development of electronic chart systems
presents producers and suppliers not only with apportunities for profit, but also with new and/or
expanded potentials for liability. One producer #huehor spoke with is resigned to the fact thagraft
any substantial casualty, his company will be s@iéitkre is the slightest link between his equiptmen
and the casualty. His company's position is thatctbsts of insurance and litigation are simply pért
the cost of doing business. These costs, undoybted passed along to the purchasers.

In this handbook, | have outlined the applicable &nd the limited legal protection available to
the producers and suppliers of electronic chattegys. The U.S. Congress is reportedly working on
legislation to set limits on product liability ssiiand on punitive damages. Perhaps some relief will
become available this way, but it cannot be counpeh.

In the meantime, the producer should continue tavbat he reasonably can to ensure that his
product is not defective and will not fail at aropportune time or be misused. Accident avoidance
remains the best defence, for exampleyal Majesty grounding,Rockness capsizing Norwegian Sky
grounding,Gdynia - Fu Shan Hai collision.
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4. TRAINING IN OPERATIONAL USE OF ECDIS
4.1. Course Description

The aim of the course is to enhance navigatiortysafed efficiency by training the Watchkeeping
Officer in the safe operation of ECDIS. This is iaeled by: developing a knowledge of the generic
principles of ECDIS and other chart systems; undading the capabilities and limitations of ECDIS;
awareness of the potential errors and interpretatial risk of reliance on ECDIS; understanding the
regulatory requirements of ECDIS: appreciatingualeie of ECDIS [3].

The aim of the ECDIS course to enhance navigation safety and efficiency faning the
Watch-keeping Officer in the safe operation of EEDIThis is achieved by developing an
understanding of the generic principles of ECDI8 ather chart systems, and by understanding the
capabilities and limitations of ECDIS. The cour¢soacovers awareness of the potential errors and
risk of reliance on ECDIS, and understanding tlyeil@ory requirements of the system. The updating
regimes and differences between various systemslamovered allowing future operators to fully
appreciate the value of ECDIS and maximise its momgesafety benefits.

4.2. Risks of over-relianceon ECDIS

The training in ECDIS operational use should adsif2k
- the limitations of ECDIS as a navigational tool,
- potential risk of improper functioning of the syste
- system limitations, including those of its sensors,
- knowledge of principal types of ARPA/ECDIS/AIS, théisplay characteristics, performance
standards and the dangers of over reliance on ARBBIS/AIS,
- hydrographic data inaccuracy; limitations of vectord raster electronic charts (ECDIS vs.
RCDS and ENC vs. RNC), and
- potential risk of human errors.
Emphasis should be placed on the need to keep @emptook-out and to perform periodical
checking, especially of the ship’s position, by BSindependent methods.

4.3. Detection of misrepresentation of information

Knowledge of the limitations of the equipment amdedtion of misrepresentation of information
is essential for the safe use of ECDIS. The foltmnactors should be emphasized during training [2]
- performance standards of the equipment,
- radar data representation on an electronic chiamjnation of discrepancy between the radar
image and the electronic chart,
- possible projection discrepancies between an elgictand paper charts,
- possible scale discrepancies (overscaling and soalang) in displaying an electronic chart and
its original scale,
- effects of using different reference systems faigming,
- effects of using different horizontal and vertidatums,
- effects of the motion of the ship in a seaway,
- ECDIS limitations in raster chart display mode,
- potential errors in the display of:
- the own ship's position,
- radar data and ARPA information,
- different geodetic co-ordinate systems, and
- verification of the results of manual or automalata correction:
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- comparison of chart data and radar picture, and
- checking the own ship's position by using the othéependent position fixing systems,
- over-reliance on the automated features of th@rated bridge system.

False interpretation of the data and proper ada&en to avoid errors of interpretation should be
explained. The implications of the following shoblel emphasized [2]:
- ignoring overscale of the display,
- uncritical acceptance of the own ship's position,
- confusion of display mode,
- confusion of chart scale,
- confusion of reference systems,
- different modes of presentation,
- different modes of vector stabilization,
- differences between true north and gyro north (ada
- the same data reference system,
- appropriate chart scale,
- using the best-suited sensor to the given situaihcircumstances,
- entering the correct values of safety data; and
- the own ship's safety contour,
- safety depth (safe water), and
- events, and
- proper use of all available data.

Trainees should be able to analyze nautical alaurisg route planning and route monitoring as
well as sensor alarms. They should be able to silsesmpact of the performance limits of sensors o
the safe use of ECDIS and to appreciate that thk-bp system is only of limited performance. They
should be able to assess errors, inaccuracies rahij@ties caused by improper data management.
Thus, they should be aware of errors in displayata,derrors of interpretation and the risk of over-
reliance on ECDIS and be able to take proper action

5. CONCLUSIONS

Properly trained navigation officers should determivhat is appropriate in terms of alarms and
navigation parameters according to the charadteyistf the vessel and other prevailing conditions.
Lack of training can lead to dangerously incorueszige and/or over reliance.

Navigators must remember that ECDIS is only a that helps a mariner safely and effectively
navigate a ship. It is not the end-all be-all tdgpshavigation. One of the biggest risks with the
transition to ECDIS is an over reliance in the mfation provided.

ECDIS is a revolutionary navigation tool that candnd plot a position with accuracy anywhere
on earth and thereby enables increased produgctiefficiency, knowledge and safety. However,
reliance on ECDIS without proper integrity monit@yiby services such as GPS or DGPS, can cause
physical and financial loss. Another factor maythat the industry’s over-reliance on technology is
undermining the development of the experience &itid seeded for sound decision making.
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